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EXPERIENCE

Site Reliability Engineer Apr’21 - Present
@ Cisco Systems - OpenDNS United Kingdom

« Implemented Kexec based boot on new C4200 series blade servers to reduce boot times from ~600 seconds to ~30 seconds
« Scaled network 10 from 500k pps to 8700k pps with eBPF, nftables and Express Data Path (XDP) based packet drops
techniques to lower peak CPU loads and safeguard against DoS/DDoS attacks

Site Reliability Engineer Jan’19 - Jul’19
& Observe Al - YC W18 India

+ Implemented a multi-slave Jenkins instance and maintained continuous integration and deployment (Cl/CD) system

« Administered company infrastructure on Amazon Web Services (AWS) and Google Cloud Platform (GCP)

+ Contributed to 1SO 27001 certification process by implementing Cloudtrail logging, Cloudwatch alarms, AWS’s Session
Manager, AWS Identity & Access Management (IAM) security policies, OWASP ZAP and SonarQube; and by unlocking 10+
new customers and $450,000+ in revenue

« Implemented 3rd party integration with Zoom.us in the core business product

« Moved multiple core services to CI/CD pipelines with Git, Docker, Jenkins, Portainer

.. +3 at & European Organization for Nuclear Research (CERN), & RedCarpetUp - YC S15 and ¢§ Debian - Google Summer of
Code (GSoC)

PRODUCTS AND PROJECTS
Django Forwarded « Support HTTP “Forwarded” header in your Django applications
& GitHub: django-forwarded + Used by CERN CSIRT in production internet-facing applications

« Identified and exploited network vulnerability to execute Man-in-the-middle
(MITM) wirelessly

+ Captured VIT University’s management & faculty credentials granting full access

« Responsibly disclosed the attack vector + details and suggested a solution

« System design document and architecture diagram available online

+ Developed adistributed Peer-to-peer (P2P) network booting solution with BitTor-
rent and Preboot eXecution Environment (PXE)

+ Distributed network booting of VMs or physical systems on Beowulf clusters

« System design documents, technical specifications and architecture diagrams
available online

« Developed tools and outlined ideas to create 100% reproducible Operating Sys-

Wireless targeted MITM
& Blog: MITM with Linux

BootTorrent
& GitHub: boottorrent

Reproducible Linux

) . tems
) .
&’ Blog: Reproducible Linux « System design document available online
Sane DotFiles Manager « Effortlessly version control your user profile (SHOME) directory
& GitHub: sdf + Used by NixOS community to achieve fully reproducible computers
Flask Firehose » HTTP/2 Server Push support for Python Flask
& GitHub: flask-firehose + Used by Mozilla WebCompat team in production internet-facing applications
OAuth Implementation « Simple and exploratory but complete implementation of OAuth; with identity
& GitHub: OAuthDemo provider and consumer
... and many more
EDUCATION
Bachelor in Computer Science
Vellore Institute of Technology (VIT), India
OTHER INVOLVEMENTS

+ Open source contributor at: ¢ CERN, Debian, MellowPlayer, Hugo, Coder, NixOS

« Successful participant in Digital Ocean Hacktoberfest 2019

« Attended the 36th Chaos Communication Conference (CCC)

+ Previously core member at OWASP, VIT. Promoting secure coding practices in web technologies
« Previously an Arch Linux contributor and maintained software packages
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